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Monitor Sensitive
Data Across
Endpoints and
Servers

Fight off the exponential
exfiltration cases.

increase in

The number of cases where poorly managed and
secured data is exfiltrated from computing systems
is increasing every day. Often the affected
organisation is not even aware that this is
happening. These data thefts are usually due to
external attacks, malicious insiders driven by
lucrative objectives or revenge, or simply
negligence.

Why do you need to
protect your
organization’s personal
and sensitive data?
The companies must be ready to avoid the
reputational damage caused by a data leak and its
negative effects on the confidence of employees as
well as the current and potential customers.
Organisations are facing various challenges to
comply with the SA POPI and upcoming EU GDPR
regulations. Mainly, they need to be able to reduce
the proliferation of uncontrolled and unstructured
data.
Unstructured data held on servers as well as on
employees’
and
collaborators’
(partners,
consultants, etc.) endpoints and devices make up
roughly 80 percent of all business related data. As
the volume of unstructured data doubles every year,
so does the risk posed to businesses.

Solution
Our recommended solution is Data Control, which
is an optional data security module that can be fully
integrated into the next-gen Endpoint Protection
platform - Adaptive Defense 360. Data Control is
designed to assist organisations in complying with
data protection regulations, as well as discovering
and protecting personal and sensitive data both in
real time and throughout its lifecycle on endpoints
and servers.
Data Control discovers, audits and monitors
unstructured personal data on endpoints: from
data at rest to data in use and data in motion.

Key benefits
 Discover and audit: Identify files with
Personally Identifiable Information (PII)
including the users, employees, collaborators,
endpoints and servers in your organization that
are accessing any personal data.
 Monitor and detect: Implement proactive
measures to prevent access to PII with the help
of reports and real-time alerts on the
unauthorized and suspicious use, transmission
and exfiltration of personal data files.
 Simplify management: The Data Control
module doesn’t require organizations to
deploy any additional software or hardware
and can be easily and immediately activated
without cumbersome configurations as a part
of the Adaptive Defense 360 platform. The
Data Control module is enabled and managed
entirely from the cloud.
 EU GDPR compliance: It is achieved by
discovering, monitoring and controlling of
unstructured personal data on all your
endpoints
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